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Communication of health data has evolved rapidly with the widespread
adoption of electronic health records (EHRs) and communication technology.
What used to be sent to patients via paper mail, fax, or e-mail may now be
accessed by patients via their EHRs, and patients may also communicate
securely with their medical team via certiﬁed technology. Although EHR
technologies have great potential, their most effective applications and uses
for communication between pediatric and adolescent patients, guardians,
and medical teams has not been realized. There are wide variations in
available technologies, guiding policies, and practices; some physicians and
patients are successful in using certiﬁed tools but others are forced to limit
their patients’ access to e-health data and associated communication
altogether. In general, pediatric and adolescent patients are less likely than
adult patients to have electronic access and the ability to exchange health
data. There are several reasons for these limitations, including inconsistent
standards and recommendations regarding the recommended age for
independent access, lack of routine EHR support for the ability to ﬁlter or
proxy such access, and conﬂicting laws about patients’ and physicians’
rights to access EHRs and ability to communicate electronically. Effective,
safe electronic exchange of health data requires active collaboration
between physicians, patients, policy makers, and health information
technology vendors. This policy statement addresses current best practices
for these stakeholders and delineates the continued gaps and how to
address them.
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DEFINITIONS
In this document, the terms below are used with these deﬁnitions:

• Guardian: legal guardians, including parents, who have access to all or
part of the child’s medical record and/or patient portal.
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• Health care team: includes
physicians, nonphysician clinicians
(nurses, pharmacists and others),
and nonclinician personnel (eg,
ofﬁce managers, billing staff, etc).

STATEMENT OF THE PROBLEM

BACKGROUND INFORMATION
The workﬂow, technologies, rules,
and regulations regarding electronic
communication of health data
between health care teams and
patients have evolved quickly over
the last decade. As electronic health
records (EHRs) have made medical
data more rapidly accessible to
patients and guardians, health care
teams have struggled to sustain the
traditional model of being the curator
and guardian of a patient’s health
information.1
Although technology can facilitate
more effective and timely care, it has
been challenging to reach a consensus
about the ideal uses of technology.
Deﬁning the most effective use
requires aligning legislative policy,
legal requirements, technology
functionality, and clinical workﬂow
and impact.2,3 Although access to
health data via electronic means
is strongly recommended by
professional medical organizations,4–6
there has not been the
accompanying change in legislative
policy or practice to support
consistent access, privacy, and
electronic communication of clinical
data in EHRs for patients (particularly
for pediatric and adolescent patients).
Health care teams, pediatric patients
of all ages, and guardians need more
guidance to effectively and safely
use technology for electronic
communication about health record
information. In addition, successful
adoption of existing guidance and
future recommendations requires
health care teams, policy makers, and
EHR vendors to collaborate and
optimize these technologies. This
policy statement provides guidance
for a broad audience; it includes
recommendations for policy makers
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and EHR vendors on incorporating
standards to improve electronic
communication of health record
information as well as health care
teams for best use.

Areas that present particular
challenges for EHR communication
include:

• Variable laws and regulations and
rapidly changing non-EHR
electronic communication;
• Variable deﬁnitions of a health
record;
• Variable maturity of pediatric
patients and guardianship roles as
well as age of the majority;
• Limited pediatric functionality
capabilities of EHRs and other
health information technology
(HIT)5; and
• Privacy and conﬁdentiality needs of
adolescent patients.
Variable Laws and Regulations and
Rapidly Changing Non-EHR Electronic
Communication
Most regulations regarding the
communication of health record data
have been focused on the
requirements for “meaningful use,”
the federal regulations closely
associated with use of a certiﬁed EHR
and the Health Information
Technology for Economic and Clinical
Health Act in early 2009, which is
now part of the Merit-Based Incentive
Payment System. The operational
requirements include the ability to
exchange information with patients
using a patient portal.7 However, in
addition to meaningful use, there
is a broad range of federal and
state rules, laws, statutes, and
regulations that reference electronic
communication of health record
information between patients and
guardians and health care teams,8
particularly for adolescent patients.9
These regulations can make it
challenging to determine what
practices are compliant and can result

in restrictive policies for institutions
and systems.
Although meaningful use regulations
have stimulated the implementation
of EHRs and patient portals,
the regulations do not make
recommendations regarding the best
use of other modes of electronic
communication of health record data,
such as text messages and mobile
applications, outside of portals
attached to EHRs. This policy
addresses electronic communication
of the health record between health
care teams and pediatric patients and
their guardians.
Telehealth services are generally
included in this non-EHR category.
Telehealth has been expanded
in deﬁnition by the federal
government to include “the use of
telecommunications and information
technology to provide access to
health assessment, diagnosis,
intervention, consultation,
supervision and information across
distance.”10 The broad deﬁnition
expands the notion of the health
record to multiple access points
and multiple new technologies,
all of which require security,
conﬁdentiality, and accuracy. A
summary of state deﬁnitions of
telehealth can be found on the Web
site of the Center for Connected
Health Policy (https://www.cchpca.
org/telehealth-policy/current-statelaws-and-reimbursement-policies).
The recommendations in this policy
statement pertain to electronic
communications not currently
included in the telehealth summary,
which are addressed in separate AAP
policy statements.11,12 Telehealth
pertains to the delivery of health care;
this policy speaks to electronic
communication of the health record.
Health care teams and patients
communicating electronically to this
point have not had widespread
standards with regard to the
technology they use.
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Variable Deﬁnitions of a Health
Record
The deﬁnition of what constitutes the
“legal health record” may be brought
into question when responding to
requests for information, which is
a form of communication. The
American Health Information
Management Association deﬁnes
the legal health record as “the
documentation of healthcare services
provided to an individual during any
aspect of healthcare delivery in any
type of healthcare organization.”13
In the United States, EHRs are certiﬁed
on the basis of requirements for
meaningful use. Although widely
accepted, meaningful use legislation
and regulations are not comprehensive
in deﬁning the components of EHRs
deemed necessary by clinicians and
their patients to promote clinical care.
Communication, especially electronic
communication by different members
of the medical team, is 1 of those
necessary features not yet clearly
delineated. For example, if a physician,
nurse, or other medical team member
calls a patient’s guardian or patient to
share normal laboratory results, there
are no widely accepted standards for
whether and how the physician and
medical team should capture this
communication in the EHR. Similarly, if
a radiology image is shared with the
patient or guardian through the patient
portal, there is no clear guidance as to
whether the text of the report should
be recorded in a note or if the image
itself should be retained (because it
may be stored in another system).

Variable Maturity and Guardianship
of Pediatric Patients
As they mature, adolescents develop
maturity and an increasing capacity
to manage their own communications
and health data over time.
Accordingly, there need to be
different types of communication of
health record information supported
by different types of technology for
different levels of autonomy and
maturity.

Sharing health information is part of
teaching and empowering children and
their guardians to assume
responsibility for managing their
illnesses and promoting their own
health and occurs as a result of
discussion between the patient,
guardian, and physician. Children
develop the ability to process
information as they mature, and
although general guidelines exist to
predict readiness,14 there are
necessary exceptions and adaptions for
individuals. This need to assess and
support variable levels of autonomy
existed before EHRs and electronic
communication; however, EHR use has
highlighted both the wide variation in
patient capacity and readiness and the
lack of granular functionality in EHRs
to support best practices.
Pediatric patients may have
individuals who serve as guardians
who are not their parents. The rights
to receive communications about care
may also be different from the rights
to authorize care.15 The ability of
technology to support different
communications to multiple
guardians of pediatric patients and
the associated workﬂows involved in
their validation are often limited.

Limited Ability of EHRs and Other HIT
To Segment Information Access
Physicians and other clinical team
members in clinical practice are able
to both identify and control how to
manage disclosure of information
usually deemed “sensitive” (including
but not limited to sexual health,
mental health, and social history).
This clinical practice pertains to
patients of all ages but handling of
sensitive information is particularly
challenging for pediatric and
adolescent patients and their
guardians when sharing clinical
information electronically.
There is no widely accepted or easily
implemented set of standards deﬁning
exactly what data (documentation,
clinical results, or other data) should
be categorized consistently as sensitive

information in the medical record.16
For example, medications for sexually
transmitted diseases or mental health
may be appropriate for 1 patient and
his or her guardian to share, but for
another patient, that information
would need to be segmented (ﬁltered)
to maintain privacy.
EHRs do not yet provide widely
available features to allow for
granular ﬁltering by the physician
and clinical team or the patient to
preserve conﬁdentiality in these
nuanced and complex situations.
There is also not a consistent, widely
available way for pediatric and
adolescent patients to control the
content and method by which they
share their EHR data.
These limitations have left many
physicians and clinical team members
with a “ﬁrst, do no harm” approach to
providing access to EHRs using the
provided portal and access tools,
leading to either extensive
customization of the EHRs when being
used for pediatric populations or
exclusion of pediatric and adolescent
patients from electronic access to their
records.17 Many EHRs have an all-ornothing privacy and conﬁdentiality
approach that is typically used by EHRs
for communicating health data such as
demographics, problems, medications,
and other data (eg, laboratory results,
radiology results, and progress notes)
and do not support the granular
ﬁltering needed to provide the types of
protection needed by patients; this is
especially true in the special case of
pediatric records.18

Privacy and Conﬁdentiality Needs of
Adolescent Patients
Adolescent privacy and/or
conﬁdentiality is a special case of the
limited segmenting of functionality
capabilities in EHRs that is
compounded by variations in state
laws regarding adolescent health
records. Health care teams may
experience difﬁculty complying with
state requirements and professional
recommendations for adolescent
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privacy because of federal rules for
disclosure. For example, 1 portion of
care may be protected by law as
conﬁdential for which the patient
consents independently, but other
aspects of care may not be protected,
turning a simple routine visit into
a potential series of conﬁdentiality
challenges. As a result, meeting the
requirements of broad federal
mandates regarding the sharing of
health data with patients is difﬁcult to
achieve. This challenge results in
fewer pediatric patients enrolling in
portals, thereby depriving of them of
access to their own records.
Adolescent access to their EHRs has
been recommended by both the AAP
and the Society of Adolescent Health
and Medicine.6,10
All states have laws allowing minors
to access medical care for certain
types of medical conditions without
consent of a guardian and with some
expectation of privacy, although laws
vary signiﬁcantly by state.19 EHR
system access and data sharing can
be multidirectional and used in
a variety of ways, making it more
challenging for the clinical teams as
well as EHR vendors to maintain the
privacy necessary to support
conﬁdentiality. Failure to maintain
the conﬁdentiality of this information
can lead to ﬁnes or adverse licensure
action against individual physician
licenses. This may also result in civil
litigation against health care teams
and systems.20–22
As previously mentioned, managing
and protecting sensitive clinical data
is 1 challenge. Disclosure of other
data, such as private health
information through claims data and
details of billing systems, can be
automated in some EHRs and sent to
guardians, which is another way in
which conﬁdentiality may be
compromised. For example, testing
for Chlamydia or other sexually
transmitted infections may be noted
on an itemized explanation of
beneﬁts. Sustaining an adolescent’s
privacy in this situation places
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additional burdens on the health
care team.
The AAP policy statement “Standards
for Health Information Technology to
Ensure Adolescent Privacy”6 contains
recommended standards for EHR
vendors, including the ability to ﬁlter
data as previously mentioned, but
most EHRs do not support these
recommendations in a manner that is
easy to adapt.18 The Guttmacher
Institute summarizes state laws
aimed at remedying this problem in
its report “Protecting conﬁdentiality
for individuals insured as
dependents.”23 The problem is
compounded when health record
information is sent from EHRs to
health information exchanges, as
mandated by federal law, but
a certiﬁed EHR does not routinely
segment (ie, allow for ﬁltering)
conﬁdential data to support
adolescent privacy without
completely blocking access to the
entire record. This challenge results
in fewer pediatric patients enrolling
in portals, thereby depriving of them
of the access recommended by
multiple medical societies.17

of vendor EHRs and “homegrown”
solutions that are difﬁcult to scale
outside of the hospital or system in
which they were developed. Even
with customization, EHRs may not
comport with relevant federal and
state laws, statutes, and regulations
governing conﬁdentiality. For
example, the HIPAA Privacy Rule
allows covered health care health
care teams to communicate
electronically, such as through e-mail,
with their patients provided they
apply reasonable safeguards when
doing so; however, institutional policy
makers and health care teams are left
to determine those safeguards. Most
health care teams are currently trying
to adapt patient portals and other
technologies designed for
independent adults to children with
diverse living situations, developing
and changing levels of autonomy, and
complex conﬁdentiality needs.
The recommendations that follow are
intended to address the challenges
and pitfalls of using EHR and nonEHR electronic communication with
patients and guardians regarding the
child’s or adolescent’s health record.

CONCLUSIONS

RECOMMENDATIONS

It is important for physician-patient
relationships to have clear
expectations and safeguards for
patients, guardians, and health care
teams in electronic communication of
health record information. Much of
the published literature regarding
this sharing pertains to adult patients
leveraging patient portals, so there is
little speciﬁcation as to how shared
access (eg, a “proxy” or “surrogate”
relationship) of a guardian to a child’s
EHR is most effectively and
appropriately established and
governed unless using custom tools.
The sharing of the clinical data in the
EHR depends on the complex
relationships that are rife with the
variations previously detailed.

These recommendations are suited
for health care teams and health
systems using electronic
communication with their patients
and guardians regarding a child’s
health record. Collaboration between
health care teams, policy makers, and
EHR and/or HIT developers is critical
to implementation of the following
recommendations.

These factors have led to several
examples of extensive customization

Recommendations for Physicians
and Health Care Teams
1. Health care teams should use
secure platforms that protect
communications with patients and
guardians. Electronic
communication of health record
information should be
incorporated directly into the
standard EHR, making use of
secured and certiﬁed technology
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such as embedded secure
messaging and portals to share
clinical information and capture
communication whenever
appropriate.
2. Health care teams should provide
a clear understanding of the
limitations of electronic
communication of health record
information to guardians.
Electronic communication should
not be used in isolation to
communicate or provide medical
care unless there is conﬁrmation
of receipt and comprehension of
the information (ie, “closed-loop
communication”). For example,
discussing changes in therapy or
providing test results or
a diagnosis may be more
efﬁciently and safely accomplished
in face-to-face or verbal
communication because those
methods provide a way to ask
clarifying questions in real time.
Electronic communication can
provide appropriate support for
many patients to seek guidance,
ask questions, and provide
feedback but may be
asynchronous or more limited
than face-to-face communication.
Although electronic
communication allows patients to
receive and access their
information differently, health care
teams should continue clinical
practices that best support patient
care, including in-person
counseling and assessments.
3. Health care teams should be aware
of the risks of unsecured
communication and take steps to
minimize the risk to patients. EHR
technology certiﬁed by the Ofﬁce
of the National Coordinator
adheres to a consistent measure of
security. EHR technology may be
used for electronic communication
as long as:
○

Adequate technology exists to
allow adolescent patients
privacy around protected
laboratory results, diagnosis,

medications, and other clinical
data; and
○

There is adequate
understanding for use of the
electronic communication
between the patient, the
guardian, the physician, and the
health care team.

4. Health care teams and patients
using electronic communication
that is not HIPAA compliant
should be aware that this
technology may not be secure. All
parties should be aware of these
security risks and use the
appropriate technology to support
their communication. Technology
that is not HIPAA compliant may
not be secure and exposes the
physician and patient to the risk of
breach of protected health
information.

Recommendations for Institutional
Policy Makers and Health Care
Organizations
5. Institutional policies and practices
for electronic communications
should support clear expectations
between medical teams and
patients. Because EHRs and other
technology can make health data
directly available and accessible to
the patient and/or guardian
without the physician or medical
team as the intermediary, clear
expectations about what
information should be shared with
which users are needed to provide
context and support for patients.
Policies that support the
development of skills in
counseling and use for health care
teams and staff are needed. As
new technology tools become
available, communication between
patients and health care teams will
evolve and, therefore, policies
must evolve with them.
6. Institutional policy should include
a communication agreement
between health care teams and
patients and/or guardians to
support safe and effective

electronic communication of
health record information. This
agreement could reﬂect but is not
limited to the following aspects:
○

The consent of the patient and/
or guardian to receive electronic
communication and, when
mandated by law, the guardian’s
consent for the minor patient to
have electronic communication
between physician and patient.

○

Respect for patients’ privacy as
well as their right to access their
health information under the
law while acknowledging the
unique and changing needs of
patients as they mature.

○

Expectations for both parties
regarding the content of
electronic communication,
including appropriate requests
and the timeliness of responses.

○

Circumstances appropriate for
the use of unencrypted
electronic communications such
as unencrypted e-mails. For
example, a reminder to get an
inﬂuenza vaccination should not
contain protected health
information and does not
necessarily require a private,
secure electronic means of
delivery. However, conveying
speciﬁc results, such as
laboratory or radiology tests,
might require encryption.

7. Professional organizations and
health institutions should have
systems to ensure health care
teams are aware of state and
federal requirements and to assist
them in complying with standards,
rules, and regulations. These
actions may include the following:
○

Establishing systems that
promote patient and guardian
awareness of the risks, beneﬁts,
and limitations of electronic
communications.

○

Aligning consent for electronic
communication with the
general consent for care when
possible.
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○

Deﬁning standards for when
a patient may conﬁdentially
and reliably communicate
electronically directly with his
or her physician. This standard
should be applicable to any
patient for whom guardianship
is a consideration, regardless of
the patient’s age. In the absence
of speciﬁc regulations, it is
reasonable for the clinician,
using their clinical assessment
and judgement in collaboration
with the patient and family, to
determine when a patient has
the ability, cognitive skills, and
maturity needed to safely and
effectively use independent
electronic communication so
that the clinician may provide
appropriate expectations and
support.

Recommendations for Federal Policy
Makers and Health Information
Technology Developers
8. Standard EHR functionality should
include the capacity for health care
teams and patients to segment or
ﬁlter clinical data that can
compromise conﬁdentiality.
Although this ﬁltering ability
contains risks because it allows for
an incomplete record to be shared
or viewed, it is necessary to
uphold the dual requirements of
patient privacy as well as patient
access when access is shared. This
ﬁltering may be needed for any
patients who are accessing or
sharing their electronic
communication but is especially
needed for pediatric and

adolescent patients establishing
independent communication and
decision-making with their
medical teams.
9. EHR vendors should enable
safeguards for medical teams to
restrict electronic communication
in cases of acute patient safety risk
(eg, when guardianship of
a patient changes because of risk
to patient safety such as in cases of
child abuse and neglect).
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